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BBEJEHUE

[To mroram 12 mecsimeB 2025 roma Ha TEPPUTOPUHM PECIYOIMKH
3aperucTpUpoBano 967 mpecTymneHui, npemxycMoTpeHHEIX cT. 208 VK,
YVUTEHHBIX [0  HAlpaBIeHUIO  JEATENLHOCTH  «IPOTHUBOJACHUCTBHE
KHOepIpecTyHOCTH», 9To Ha 284 (41,6%) Oojblie 1O CpPaBHEHHIO
¢ aHaJIOrMYHEIM Ttepuoaom 2024 roza.

Jlauueiii GaxT, B IEepBYIO odepenb, OOyCIIOBIEH POCTOM KOJIWYECTBA
3apErMCTPUPOBAHHEIX  BEIMOTATENbCTB, CBA3AHHBIX C OJIOKHpOBaHHEM
MOOMJILHBLIX ycTpoiicTB Apple mox IpeaaoroM oOKasaHWs YCTaHOBKH
MOOWJIBHBIX HIP W TPWIOKEHUH, COBEPIIEHHHIX B  OTHOIICHUU
HECOBEPIIIEHHOJETHIX, C OIHOBPEMEHHBEIM  CHIDKEHHEM  KOJIMYecTBa
3apEerUCTPUPOBAHHEIX BEIMOIaTENbCTB HHEIX BHIOB.

CremyeT KOHCTaTUpOBAaTh (aKkT, 4TO CIIOKUBIIASCS TEHICHIUS pOCTa
PETUCTPHPYEMBIX KHOEPBBHIMOIaTENbCTB, HA (DOHE UX CHIDKEHHS B TCUCHHE
suBaps-uioHs 2025 roxa, coXpaHUTCs B IepBoM moixyroauu 2026 roxa.

CoriacHo CTaTUCTHYECKMM [aHHBIM, TONBKO B sHBape-(eBpaie
2026 roma Bo30yxmeHo yxe 191 yromoBHoe [eno paccMaTpUBaeMOn
KaTeropuu, 4To Ha 151,3% npeBhIlIaeT mokasaTe) v IPpeIbIIyIIero roja.

Cremuduika coBepiraeMbix ¢ ucnons3oBaHueM HMKT BeIMOrartenbcTB
YKa3bIBAaeT HA HEOOXOMMMOCT IIPOBEIEHNS COBMECTHO ¢ MHBIMH CYyObEKTaMH
NpoQUIAKTHKA  [eJIeHANPABJICHHOH  Pa3bsiCHUTEJNbHOH  paboThl
c JoBeleHMeM HH(MOpMaIKH 00 aKTyaJbHBIX CIOCO0aX COBEPLICHHs
BBIMOT'aTEIIbCTB.

B coorBeTcTBHM ¢ IyHKTamMu 25 U 28 KoMmIuiekcHOro IiaHa
MEpPOIPUATHIN, HAIPABICHHBIX Ha IPHUHATHE MEp IO TMPOTHUBOIEHCTBHIO
KUOEpIPECTYIUICHUSIM, MNPOQUIAKTUKE WX COBEPIICHHMS, IIOBBHIIICHHIO
mupoBoii rpaMoTHOCTH HaceneHus Ha 2026 — 2027 rofel, yTBEPKIAESHHOTO
3aMeCTUTENIEM IIpembep-MuHHCTpA Pecmy6nuku benapyce
Kapaukesuuem B.M., 3aiuiaHupoBaHbl MEPONPHATHS 110 HHOOPMHUPOBAHHIO
HaceJeHHs O HOBEIX CIIOCO0aX COBEpILEHUs KUOEepIpecTyIUIEHUH, a TakKe
pa3paboTKa ¥ paclpOoCTpaHEHHE CPeNu COLHAIbHO YSI3BHMBIX CJIOEB
HAceJICHWs TeMAaTHYeCKHX HHOOPMALMOHHBIX MaTepuajoB o0 (popMax,
METOJax M CIIocobax CoBepIIeHUs KNOepIIpeCcTy IIEHU.

B oroif cBsA3M Haspelia aKTyallbHOCTh pPa3pabOTKH KOHCIIEKTa
C  aKTyaJlbHBIMH  CIIOCOOaMM  COBEpILIEHHMsS  KHOEpBBIMOIATEIILCTB,
IJIs TIOCJIEAYIOLMIETO JOBENeHUS COTPYyAHHKaMu TeppuTopHansHbix OB/l
W3JI0KEHHOW B HeM HHGOpPMAIMK TIPH TPOBEIECHUM IPO(UIAKTHYECKHX
MEPOIPUATHH.
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1. BUAbl KNBEPBBIMOI'ATEJIbCTB

Bce mpectymienus, mnpexycMmorpeHHble cT.208 YK, coBepiieHHbIE
C HCIOJB30BaHMEM HWHOOPMAIMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJIOTHUH,
MOYKHO pa3[eIiTh Ha TPH OCHOBHBIX BH/A:

1) cBs3aHEI ¢ OI0KHpOBaHUEM, MOAHGHKALMEH UM YHHYTOKEHHEM
KoMIbIoTepHo#i mHdopmanun. [Ipy 3TOM B NMOJABIAIOMEM OONBIIMHCTBE
clIyyaeB OTMeYaeTcs OJOKHpOBaHHe MOOHJIBHBIX YCTpoicTB Apple
IIOCPECTBOM BXOJa Ha HUX B IIPENOCTABJICHHYIO 3JI0yMBIIIICHHUKAMA
non  OJlarOBUAHBIMU npepioraMmd  ydyetHyro  3amuch  1Cloud,
YTO B IIOCIEAYIOMIEM II03BOJIIET YAAJICHHO BKIIIOUUTE «PEXHM YTEPH»
(TeM caMbIM 3a0JI0KHPOBATh YCTPOHCTBO) JIUOO CTEPETH JAHHBIE.

Crnenyer OTMETHTD, YTO paHee OoJiblIas YacTh IPEAJIOTOB 3aKIII0YalIach
B OHJIAMH-3HAKOMCTBE IMOTEPIEBIINX C MOIIEHHUKOM, IPEACTaBIIAIOIIAMCS
JIMLIOM IIPOTHBOIIOIOXHOTO TO0JIa, Y KOTOPOro cioMaics Tele@oH W eMy
HeoOXOAMMO O0Ka3aTh MOMOINb B 3arpy3ke KakuX-JaHO0 daiiyioB
n3 oosaaunoro xpanuanma iCloud.

B Hacrosimuii MOMEHT BEKTOP CMECTHIICS Ha peKilaMy OeCIIaTHBLIX UI'p
WIH npuioskenuii B couuanbHoit cetd TikTok, mmsd ycTaHOBKM KOTOPEBIX
HeOOXOAMMO 3aiiTH B IPeJOCTaBIEHHBI MOIIEHHUKOM akkayHT Apple.
[ToTeprneBIIMMU B TaKUX CIy4asxX BBICTYIAIOT IOAPOCTKH, SIBJISIOIIAECS
AKTMBHBIMH II0JIb30BaTEeISIMA YKa3aHHOW COIMAIBHOW CeTH, — Haumboiee
ysI3BUMas KaTeropus rpakaaH.

Taxxxke ocraercs akTyalbHBIM IIPEJIOr O TPYAOYCTPOMCTBE,
IUId 4Yero 3JIOYMBINIJICHHUKHA TPEAOCTaBJIAIOT COUCKATEN0 I BXOoJa
sIKOOBI KOPITOPaTUBHEIH akkayHT Apple.

Kpome 3TOTO, psiA MpecTYIUIGHUH [OaHHOIO BHJA BBIMOIATEILCTB
CBsa3aHel ¢ 1mmMdpoBaHmeM (alIoBOH CcHCTEeMbI Ha cepBepax
NpeAnpUATHI;

2) CBsI3aHBI C Yrpo30il pacHpocTpaHeHHs JH4YHOH HH(popMamum
MOTepHeBINNX JHOO HHBIX CBeJeHHiH, KOTOpbIe IMOCIeAHHE KeJIAJIH
COXPAHHTH B TaiiHe, IpeHMyIIecTBeHHO — (pororpaduii U BHHEO3aNICEH
MHTHMHOI'O XapakTepa, a Talkoke WHBIE JIMYHBIE CBEIEHHs, KOTODEIE
B OOJBIIMHCTBE CIy4aeB IIOTEPIEBIINE CAMOCTOATEIBHO IIE€pPECHIIAIN
3JI0yMEIIIIJIEHHUKAM, TIoJIaras, YTo OOIIaloTCs ¢ MOTEHIMAIBHBIM [IapTHEPOM
IJIs 3HAKOMCTBA MPOTHBOIIOJIOXKHOTO I10J13;

3) cBsA3aHBl C yrpo30ii MpUMeHeHHs] HacH/JIuMsA. B NaHHBIX Cllydasx
yrpos3a IocTynaja IMocje TOro, Kak IOTEpIEBIINE IBITAIMCh J03BOHUTHCS
(mu60 Benw TepemucKy) mo abOHEHTCKHMM HOMEpPaM, yKa3aHHLIM B aHKETax
JeByIlEK, pa3MeIIeHHbIX Ha UHTEPHET-PECYpPCax 10 OKa3aHUIO CEKCYalIbHbIX

YCITyT.
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2. BBIMOI'ATEJbCTBA, COIIPSI’KEHHBIE C BJIOKHPOBAHUEM
MOBWJILHBIX YCTPOMCTB APPLE

Ilpexxne Bcero ciaegyeT OTMETUTh, YTO MEXaHH3M OJOKAPOBaHMs
MOOMJIBHEIX yCTPOHCTB Apple IOTEepHEBINNX peau3yeTcs He MyTeM
B3JIoMa omnepanroHHoi cucrteMbl 10S (iPadOS, macOS, watchOS —
B 3aBHCHMOCTH OT YCTPOWCTB), a IIOCPEICTBOM METOLOB COLUAIBHON
MHXEHEPUU C UCIIOIB30BAHUEM JIOBEPUUBOCTH FPAXKIaH.

IIpumeqanue: 6 danvHetiuiem 0N NOHAMHOCMIU 8 KAYECMEe YCMPOLUCMEa
6yoem 2oeopumv o mobunvHom menegone iPhone. Ho Oawnas cxema
axmyanvHa o 110boz0 ycmpoiicmsa Apple: Mac Book, iPad u op.

Tak, 370yMBIIUIEHHUKaMU  TOJ  pa3jMYHBIMA  OJIArOBHIHBIM
MPeIJIOraMy BEHIHYXXJAI0T coOecelHMKa BBINTH U3 CBOero akkayHra Apple
(iCloud) m BoiiTu Ha iPhone B MOIICHHHUYECKHMI aKKAayHT, UII Yero
IPEAOCTABIIAIOT JIOTHH (aApec 3JIEKTPOHHOIO MOYTOBOTO SIIUKA) U IIApOIh.
C sTOro MOMeHTa MOOWIBHBIN TeleOH XKEepPTBBI «B PYKax» BEIMOIAaTells.
OHn wu3MeHseT Hapoyib OT YYeTHOH 3aIliCH, 3HaHHWE KOTOPOro Tpebyercs
IJISL BEIXOJIAa M3 Hee, IOCJIe Yero yHaleHHO uepe3 oOmaunblii cepsuc iCloud
aktuBupyer (Qynkimioo «Haditu iPhone», mepeBoast Takum o6pasom
YCTPOKCTBO B PEIKUM NPONAXKHU, U TIOTHOCTHIO OJIOKHPYET €ero.

Hanee morepneBlieMy MOpUXOOUT cooOmieHne (M0G0 BEIBOIUTCS
Ha 3a0JIOKHPOBAaHHOM DJKpaHe), 4To TeleoH 3abJOKHMpOBaH, a IJIsd ero
pasOIOKMPOBKM ~ HEOOXOAWMO 3alUIaTHTh JEHbIH. TakkKe 3a4acTyro
MPENOCTaBIAeTC KOHTAaKT B Telegram numa, crocoOHOTO pEINUTH 3TOT
BOIIPOC (KaK IPaBUJIO, 3TO ¥ €CTh 3JIOYMBINUIEHHUK, 3a0J0KMPOBAaBIINI
Tene(oH). XapakTepHo, 4T0 naxke IPHU BHINOIHEHHH TPeOOBaHHUs BEIMOTATENs
pa30IIOKMPOBKa yCTpoicTBa B IOJABILAIOIIEM OOJBIIMHCTBE CIIy4YaeB
HE OCYIIIeCTBIISIETCS.

CymecTByeT HECKOJIBKO OCHOBHBIX IIPEIJIOTOB, BBIHYKIAFOLIHUX
MIOTEPIEBIIMX BOWTH HAa CBOMX YCTPOHCTBAaX B MOLIEHHUYECKHH aKKayHT
Apple.

IIpemmor 1. Peknama GecmyaTHBIX HUrPp W NPHJIOKEHHH
B COLMAJILHBIX CETHIX M MeCCeH/IzKepax.

370yMBILUIEHHUKH OCYIECTBIISIIOT pa3MellleHre pekIaMbl (Jalle BCero
Bugeoponuk B TikTok mu6o B Telegram), B KoTOpoll yKa3pIBaeTcs
OecruiaTHbIN ciocob ckayats Ha iPhone To wim nHoe npunoxkenue (AyuGram,
Telegram Premium, mo3BossIoNnye YATATh yaJ€HHbIE COOOIIEHHUS, 3a01UpaTh
«3BE€37bI», CKPBHIBaTh CTaTyC «OHMaH u T.1.), urpy («PUBG Mobiley,
«Standoff 2» u ap.) mub0 Mo, MOMYYNUTE HA CBOM GajlaHC UTPOBYIO BAIOTY.
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11 YCTAaHOBKM JaHHBIX IPEJIOKECHUH 3II0YMBIIUICHHIKH IPEUIararoT
>KepTBe BOMTH Ha Tele(OoHe B IIPEOCTABICHHBIN MU aKKAYHT Apple (iCloud).
[loTepneBIIMMH B TAaKUX CIydYasX BBICTYIAIOT IOJPOCTKH, SABIIAIOLINECS
AKTUBHBIMHE TIOJIL30BATENIMU COLMANBHEIX ceTeil, — Haubonee ysA3BUMas
KaTeropus rpakaaH.

Mpenior 2. «Cnomaics teaedon». Oxazanne nomou ¢ gaiaamn
n3 o6snaunoro xpanmiuma iCloud.

B naHHOM ciydae IepBOHadajbHas KOMMYHUKAIHS 3JI0yMBIIUICHHUKA
M JKepTBBl NPOMCXOAWT B IPUIOKEHHSX JMOO caiTax Iy 3HAKOMCTB
(Mamba, Masked.love, Twinby, Mailru u np.) au60 Telegram-yaTax
(«JTeonapmo JatBUHYHUK» U JIP.), T/l MOIIEHHUK BEICTYTIA€T B Ka4€CTBE JIHIIA,
[[POTHBOTOIOXKHOTO II0JIa, JKEJAONIEr0 TO3HAKOMUTBCS. 3aTeM «HOBBIH
3HAKOMBIH» IEepeBOAUT OOIIeHHEe B MECCEHIKEp, e IOA PpasIuYHBIMH
mpeyToraMy (HampuMmep, cloMancs TenepoH ¥ HeoOXOIUMO OYeHb CPOYHO
cKauaTh KaKHe-u00 (Bailysl: KypCoBYIO MM BayKHBIE IOKYMEHTHI) BEIHYKIAeT
[OTEpIEBIIEro 3aliTh B 4y)Xylo yd4eTHyio 3amuch Apple Ha cBoeM iPhone.
IIpu osroM it Gonipliero yOEAWTENBHOCTH — IPHUCHUIAET — 3apaHee
3aroTOBJEHHbe (oTorpaduu pasduToro TenedoHa, roJOCOBEIE COOOLICHUS
¥ BHJICO3AIIHCH.

[Tomyuus corjiacue, 3JMOYMBINUIEHHAK BBICBUIACT JIOTHH W I1ApOJb,
a TI0cyIe BXOZa IIOTEPIIEBIINM B YIETHYIO 3aIliCh MEHSET [1apoJib U BKIFOYaeT
PEXHUM IIPOTIAXKH.

IIpensior 3. TpynoycrpoiicTBo.

3OYMBIIUIEHHUK ~OCYIIECTBIAET pasMeIleHHe peKIaMbl B CETH
HTepHET O MOKWCK COTPYAHMKAa Ha BaKAaHCHIO, KaK IIPaBUIIO CBI3aHHYIO
C TECTHPOBAHHEM MOOWIBHEIX HPUIOKEHUH IS YCTPOHCTB Apple. ITlocne
YIIAUHOTO «IIPOXOXKIEHHUs COOECceOBaHMs» KePTBe NPEJOCTaBIIAETCS JIOTHH
¥ Taponb Ui BXOIa B SKOOBI KOPIOPATUBHBIM aKKayHT Apple, KOTOpBIH
NO/DKEH WCIIONb30BaThesA JJisi paboThl MO0 3arpy3KH HEOOXOIMMEIX
TIPUJIOKEHU.

[locime Bxoma comckareiass Ha cBoeM i1Phone B IpeqoCTaBICHHYIO
y4eTHylo 3amuch Apple OH OKa3pBacTCs B JIOBYMIKE. 3areM IPOUCXOIAT
COOBITHS, aHAJIOTHYHBIE OMMCAHHEIM BEIIIIE.

IpenJior 4. Ilepexon no GUIIHHIOBOM CCHLIKE.

B HEKOTOPBIX CIydYasX «MHTEPHET-3HAKOMBIH» BMECTO yOeKICHH
)KEPTBEI BOMTH Ha CBOEM Ha Telle(OHe B MOIICHHUYESCKUH AKKAyHT Apple,
MOXKET COPOCHTH CCBUIKY /Ul CKAa4MBaHHs IIPHJIOKEHWs, JMOO BXona
B oOnaunHoe xpanwmine iCloud, rae Oymer NPeUIOKEHO BBECTH JIOTHH
U Iapoib OT ydeTHOM 3ammcu Apple yxe CO CTOPOHEI HOTEPIEBIIETO.
JlaHHas cchlika OyneT sBIAThCS GUIIMHTOBON (MOANenbHOM). Beens
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aBTOPU3AIIMOHHBIC JAaHHBIE CBOEH Y4YETHOM 3alliCH, OHHM Cpa3y )K€ CTaHyT
U3BECTHHl BEIMOraTemo. llocie CMeHBI Mapoiis MOCIeIHUNH He TOJBKO
3a0JIOKHPYET YCTPOMCTBO JKEPTBHI, @ TAKKE MOIyYUT AOCTYI K €ro JUYHBIM
nagHeM (poTorpaduu, aiiiel, 3aMeTKH, T€OMO3MILIUS, 10YTa U Jp.), KOTOpEIe
CHHXPOHU3HUPOBAHEI B 00JIAYHOM XpaHUIIHIIE.

BAKHO!

PaGOTHHUKKA  CEPBHUCHBIX  IIGHTPOB  HE  OKa3bIBAIOT  YCIYIH
II0 BOCCTaHOBJIEHHIO YCTpo#cTB Apple nmmbo yuernsix 3amuceit iCloud,
3a0JI0KAPOBaHHBIX MOIIEHHUKaMH. Pa3010kupoBaTe Takoe YyCTpPOMCTBO
BO3MOXKHO TOJIBKO ITyT€M OOpallleHusI B CIy>KOy TEXHHYECKOW MOIIECpPKKH
KOMITaHHH Apple, IPUITIOKUB TOKYMEHTBL, ITOATBEPKAAIOIINE 3aKOHHOCTb €T0
IprUOOpETEHHUSI.

JIIst 3TOrO TMOTEPIIEBIINH ODKEH 0OpaTUTHCS B CIyKOy MOINEPIKKH
Apple mocpenctBom cepBuca Request Activation Lock  Support
[ https://al-support.apple.com/#/al/agreement | u IpeAOCTaBUTS:

IMEI ycTpoiicTsa;

JOKa3aTeJIbCTBA IIOKYNKH yCcTpoicTBa (uek, kopobka c¢ IMEI,
rapaHTUHHBIN TaJIOH);

JI0Ka3aTeJIbCTBA €ro «JIeTaIbHOr0» MCIOJNB30BAHUS IIOTEPIEBIIUM
(yueTHass 3amuch Apple mOTepHeBIero, IMpUBsA3aHHBIE OAHKOBCKHE
TJIATEXXHbBIe KapTOUKH, Tele(h)OHHBIE HOMEpa 1 TOYTOBBIE SIIUKH);

00CTOSITENIbCTBA  IPOTHUBONPABHOTO  BXoAa  (IIyTeM  BBEICHUS
B 3a0y’xeHne) B MomeHHnueckuiit Apple ID.

IIporecc BoccTaHOBIIEHUSI depe3 CIyXOy TMOANEPKKH 3aHUMAeT
OT HECKOJBKHMX [OHEW 10 HeIelH, MpPU 3TOM YCTPOWCTBO MOXKeET OBITH
COpOIIIEHO IO 3aBOJICKUX HACTPOeK (BCe JaHHBIE YIAJIATCS).

3anomuute! Hactpoiiku iPhone He nyist urp!

o HUKOT/Ia M HE IOJ KakuM IpPEeJIOrOM HE BXOIUTE HAa CBOEM
MOOHMJIBHOM YCTPOWCTBE B UYXKyHO YYETHYIO 3amuch Apple, maxke ecnu Bac
00 3TOM MPOCHUT JIPYT U TeM OoJiee — HE3HAKOMBIN YEJIOBEK U3 UHTEPHETA;

. HHKOMY He COOOIIaiiTe BaIly JIOTHH U Mapojib OT akkayHTa Apple;

. HE TIEPEeXOJUTE MO HEW3BECTHBIM CCBUIKAaM, IIEPECIIAHHBIM BaM
HEe3HAKOMBIM YeJIOBEKOM; HE BBOAWTE HA IMOCTOPOHHUX CalTaxX CBOU JIOTUH
¥ mmapoJb oT akkayHTa Apple iCloud.

CoBeT poaWTeNsM, YbH JETH HCHOJB3YIOT MOOWJIbHEIE YCTPOHCTBa
Apple. J{ng Toro, 4yToOBl Baml peOEHOK HE CMOT OCYLIECTBUTH BBOJ JIOTMHA
U TIapoJisd MPeJOCTABICHHBIX 3JI0yMBIIUIEHHUKOM, JOCTAaTOYHO YCTaHOBUTH
POAUTENLCKUI KOHTpOJb. OH HHUKAaK He OrpaHUYMBACT AEUCTBHs peOeHKa
B (QyHKIMOHAJe MOOWUIBFHOTO YCTPOWMCTBA, @ TOJBKO 3allpellaeT BHIUTH M3
yueTHO# 3amucu Apple, a Takke BOCIIONb30BaThCS IUIATEXKHBIMH CPEICTBAMH.
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3. BBIMOT'ATEJBCTBA, CBSI3AHBIE C IIH®POBAHUEM
OAIJIOBOM CUCTEMBI HA CEPBEPAX ITPEANIPUSTUN

MorregHuueckas cxema IudpoBaHus  (aiijioB HA  CEpBEpax
NpeANpHUATH, W3BeCTHas KaK aTaka C HCIOJb30BaHHEM IPOrpaMM-
BEIMOTaTesell (IM(pOBAIBIIMKOB), SBISIETCS OJHOM M3 Hambojiee OMACHBIX
Kubepyrpo3 s OusHeca. 3JIOYyMBIIUICHHAKY MPOHHKAIOT B CETh, YTOOHI
3amudpoBaTh KPUTHUECKUA BaXKHBIE JaHHBIE M IIOTPeOOBATh BBIKYI 32 HX
BOCCTaHOBJICHHE.

KAK ITIPOUCXOIUT ATAKA?

CoBpeMeHHBIE aTakd I(POBANBIIUKOB — 3TO HE aBTOMATHYCCKUH
BHPYC, 4@ XOpOIIO CIUIAHMPOBaHHAsd Olepauus, yhpaBisieMas JIOABMU.
Ee MOXHO pa3ie/IuTh Ha HECKOJIEKO 3TalloB:

1. IlpounkHoBeHne B ceTh. HauanbHEIH JOCTYI 370YMBIIUICHHUKH
IIOJIYYaIOT Pa3IMIHBIMU CIIOCOOaMH:

o(QUINKHT: MaccOBbIe WM IEJEBHIE PACCHUIKA ITHCEM COTPYIHHUKaM.
Hampumep,  NHCBMO  MOXET  MaCKHpOBaThCs  MOJ  HaKJIaJHYIO
oT «1C:IIpeanpusaTre) ¢ BIOXKEHHBIM apXMBOM, BHYTPH KOTOPOT'O HAXOAUTCS
BPEIOHOCHBIH (aili;

oaTaKa Ha YIAJEHHBIN JOCTYI: B3JIOM ClIa003allUINEeHHBIX TOYEK BXO/a,
Takux kak RDP  (mporokonm — yhameHHoro — pabouero  croina),
VPN uiu cepBepsl ¢ YA3BUMOCTSIMH .

oMICIIOJIb30BaHKe  jieruTuMHOro  I10:  310yMBINUIEHHMKH  MOTYT
TIPUMEHATH JIerajibHble MPOTPaMMEl I MOHMTOpMHIa (Hampumep, Mipko
Employee Monitor), YTOOBI OCTaBaThCsA He3aMEUEeHHBIMHA
¥ M3y4aTh aKTHBHOCTb COTPYIHMKOB, IEPEXBATHIBATh HAKATHUS KIABHII W
6ydep obmeHa .

2. 3akpemienne W pas3Beaka. llomaB BHYTpB, 3JI0YMBIIUICHHUKA
He HaunHaroT mudpoBanue cpasy. OHU U3y4arOT CETh, MIIYT IICHHBIC IaHHbIE,
THOBBIIIAIOT CBOM MPHUBHJIETHH, MOJIy4aroT JOCTYI K KOHTpOJIepaM OMeHa
¥, YTO CaMO€ Ba)KHOE, HaXOMSAT U CTapalOTCs BHIBECTH M3 CTPOS PE3CPBHBIC
KOIIMH. DTOT 3TAll MOXET [JIUTHCS HEJEIISIMH.

3. IlToaroroBka k ¢unaabHOli  arake. Ilepex  3amyckom
mu(pOBATBIIMKA IPECTYIHUKK YacTO KpaayT KOH(UIeHIHATIbHbIC JaHHEIC.
DTto menmaeTcs Ui ABOMHOTO IMaHTaXKa: OHU yIpOXKalOoT HE TOJIBKO HaBCerna
3a6710KMpoBaTh (aliBl, HO ¥ OMyOIMKOBAaTh YKPAJEHHYIO HHPOPMAIUIO
B MHTEPHETE .

4. 3anyck mudpoBanus. B Ha3sHAYEHHEIM MOMEHT Ha BCEX KIIOYCBBIX
cepBepax W pabOYUX CTAHIWSX 3aIlyCKaeTcs BpeJoHOcHas mporpamma. OHa
HaupHaeT MaccoBo Immdposars gokymeHTHl (Office, PDF, Ga3el maHHBIX,
MCXOIHBIN KOJ ¥ T.JI.), 4YaCTO MIePEHMMEHOBBIBAsI UX U OCTABJIAA B KAXKIOH IaTKe
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daiin ¢ TpeboBaHMeM BbIKyna. CoBpeMeHHbBIC IH(MPOBANBIIUKA TaKKe
YHHYTOXKAlOT TeHeBble Komuu TOMOB (VSS) u oTkimoyaroT cpenctsa
BOCCTAHOBJIEHHs CHUCTEMBI, YTOOBI y XKEPTBBI HE OCTAJIOCh MPOCTBIX IyTei
OTKara.

KAK BAHIIUTUTHCSA OT IUD®POBAJIBIIIUKOB?

3amura JO/DKHA OBITh MHOTOYPOBHEBOM U CTPOUTHCS Ha MPHHIUIIE
«IOBEpsii, HO MPOBEPSAN», a TaKXKe Ha TOTOBHOCTH K TOMY, UYTO aTaKa MOXKET
IPOU30MTH B JIFOO0I MOMEHT.

Texanueckne Mepsbl 3alIUTHI HHPPACTPYKTYPHI.

o Hempukacaemble pesepBHble Kommu (mpaBmio 3-2-1). D10 camsblit
IJaBHBIA IIyHKT. Y Bac JOJDKHO OBITh KaK MUHAMYM TPH KOIMM JaHHEIX,
Ha JIByX Pa3HBIX HOCHUTEIIIX, U OJHa KONHs 00SI3aTeNbHO MO/KHA XPAHHTHCS
BHE OCHOBHOW HH(PACTpyKTyphl (oduaitH), YTOOBI 3I0YMBIILIEHHHKH
He MOITM 1O Hee HoOparthes . B 06NauHBIX cpelax CTOMT HCIONB30BaTh
HeusMeHseMble (immutable) pe3epBHBIE KOMHHU, KOTOPHIE HEJIb3s H3MEHHTH
WM Y JAITATE JaXke IIPYU KOMIIPOMETAK YYETHO! 3alicH aMUHICTPATOpA.

o IIpMHIMI MUHUMAaJbHBIX NMPUBWIETHHA. Y COTPYAHHMKOB JOJDKEH OBITH
JOCTYIl POBHO K TEM JAaHHBIM, KOTOphlE HEOOXOAMMBI I pPaboTHl, H
He Oosiplie. ATMIUHHUCTPATUBHBIE YUETHEIE 3alIUCH JODKHEI HCIIOIB30BATECS
TOJIBKO JJIS1 BBITIOJIHEHUSI KOHKPETHBIX 3a/1ay.

o MuorogakropHas ayreHTudukaius (MFA). OOs3aTeIbHO BKIIIOUNTE
MFA Be3ge, rae 3T0 BO3MOXHO: JUid noctyma K moure, VPN, oGnaudeiM
CEpPBHCaM M, KOHEYHO, K KOHCOJIIM aIMUHUCTPUPOBAHUS CEPBEPOB.

o Cermenranusa ceru. Kputumuecku Baxkubie cepBepbl ((aitioBsle,
PE3epBHOTO KOMMPOBaHM, 0a3bl JaHHBIX) OJIKHBI HAXOAWTHCS B OTAEIBHBIX
BUPTyalbHBIX ceTsaX (VLAN) ¢ jkeCcTKUMHU MpaBWIaMM JOCTYyIa. JTO HE JacT
aTake ¢ 3apa’keHHOro KOMITbIoTepa Oyxrainrepa OBICTPO MEPEKMHYTHCS Ha BCE
XpaHWIHIIA.

« O6noBnenue I10 u nonuTrky 3amycka. CBOEBpeMEHHO YCTaHABIMBaliTe
oOHOBNIeHUs Oe3onmacHOCTH. Mcmombsy#iTe Oeible CIHCKH IIPHUIIOKEHUH
(AppLocker, WDAC), 4ToObl 3ampeTuTh 3allyCK HEIOANHCAHHEIX WM
Hepa3pelleHHBIX IPOTrPaMM, BKITFOYasi HEU3BECTHBIC (D POBANTBIIUKH .

YTO HE HAIO AEJATH PAGOTHUKAM HNPEANPUATUIN?
MMPABIJIA IIM®POBOM I'MT'EHEL.

Camas coBeplIeHHas 3allliTa MOXET PYXHYTh H3-32 OJHOM OLIMOKH
corpyaHuka. [loatomy nepconaiy kareropudecku HeJb3s:

1. mepexoauTh MO MOAO3PUTENIEHEIM CCHUTKAM M OTKPHIBATH BJIOJKEHHS
B IMCHEMAaX OT HE3HAKOMIIEB, JaXe €CId OHU BBITVIAOAT KaK JOKYMEHTEI
OT KOHTPareHTOB UJIM FOCOPTaHOB;
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2. Hcmonp30BaTh cnabele mapond (tuma "password123", "Qwerty" mim
"1C") 1 3aIKMCHIBATh UX HA CTUKEPax, IPUKICEHHBIX K MOHUTOPY;

3. mogKmodaTh K paboumM KOMIIBIOTEpaM JIMYHBEIE WM HaiICHHBIC
USB-HakomuTe !, KOTOPEIE MOTYT OBITh 3apaKEeHEL,

4. UrHOPUpPOBATh HEOOBIYHOE IIOBEIEHHE KOMIBbIOTepa  (pe3koe
3aMeIeHre, HeBO3MOXKHOCTE OTKPHITE (hailiTbl, MOSIBIICHHE CTPaHHBIX (aiiioB
¢ TpeGOBaHHEM BEHIKyTIa). B Takoll cuTyaluu Hy)KHO HEMEUICHHO OTKIIFOYHTh
KOMIIBIOTED OT CeTH B cooOmuTs B IT-oTmern;

5.meperaBaTh JIOTMHBI ¥ IAPONH KOJUIeraM IO Tele(OoHy W
B MECCEHDKEepax.

YTO JAEJATD, ECJIA ®ANJILI YVIKE 3AINA®POBAHBI?

Ecnu Gefa Bce-Tak¥l CIyddiiach, INIaBHOE MPAaBUIIO — HE MAaHUKOBATh
1 He IUIAaTUThL BEIKYI. IliaTe)x He rapaHTHpPYeT BO3BpPAT JaHHBIX U JIMIIb
dbuHAHCHpYET JaJIbHeHINe aTAKH NPECTYNHHKOB.

[1naH feiicTBUM JOJDKEH BEIIVISACTD CIEIYIOIUM 00pa3oM.

1. 301MpoBaTh 3apakeHHBbIe cHUCTeMbl. HeMEmJIEHHO OTKIIYHTE
3apaXKeHHBIE KOMIIBIOTEPBl M CEepBEpHl OT CeTH ((HU3UYIECKH BBIICPHHTE
ceTeBOM Kabenpb). DTO MOKET OCTAHOBUTH PacHpOCTpaHeHHE IMH(pPOBaHHs
Ha Apyrue yCTpoicTBa.

2. Coobmute 0 mpobieMe. HemenneHHO yBEIOMHUTE pPYKOBOJCTBO
1 oTze] HHGOpMaIIMOHHOM Oe30macHoCTH. Eciu B KOMIIAaHUY €CTh PeriIaMeHT
II0 pearupOBaHMIO HAa MHIUECHTEI, ClICIyHTe eMy.

3.OmenuTh __ymep®d ¥ HauaTh  BOCCTaHOBIEHHe. Bwmecre
CO CIIEIMAINCTaMK OIPEeIeNuTe, Kakue CUCTEMBI 3aTpOHYTHL. Ecin y Bac ecTh
YUCTHIE, HE 3aTPOHYTHIE aTaKo! pe3epBHBIE KOIMHU, MOXXHO HAYMHATH IPOLECC
BOCCTaHOBJIEHU. JJI 3TOro morpedyeTcs MOMHOCTHIO TepeycTaHoBuTh OC
Ha 3apaXCHHbIX MalllTMHAaX 1 TOJIBKO IIOCJIC 3TOI'O BOCCTaHaBJIMBaTh JaHHBIC.

4. O6paTUTHCS. B MIJIMLKIO. DTO HE TMPOCTO PEKOMEHAALUs, a BaXKHBIH
mar s obunpansHol GuKcaly npectymienus. Ilpeacrasurens KOMIaHUH
(PYKOBOJUTENh MM OTBETCTBEHHBIA 32 MH(DOPMAIHOHHYIO 0e30macHOCTb)
NOJDKEH HamucaTh 3asBieHMe. HeoOXOAMMO MIpPEefOCTaBUTH  JHOOBIE
MaTephaibl, KOTOpBIE MOIYT IIOMOYb DACCIEHOBAHHIO:  IEPEIHCKY
¢ BeIMoratensamu (ecmu oHa Obuta), IP-ampeca, oOpasibl 3ammppOBaHHBIX
haitoB (I moceayomIel mepefade SKcrepTam) U Gaiios ¢ TpeOOBAHIIMH.

CJIEAYET NMOMHUTD: araku muUQpOBaIbIIUKOB — 3TO BOIPOC
He «ecimu», a «kormay. IlosroMy KJIOY K MHGOPMALUOHHON O€30IaCHOCTH
TIpeIIPUSITHS — HA/ISXKHBIE U30IMPOBAaHHBIE O3KaIlbl, 00yYEHHbIE COTPYAHUKH
1 0TpabOTaHHBIH IJIaH JeHCTBUH Ha ClTydYai HHIMICHTA.
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4. BLIMOT ATEJIbCTBA, CBS3AHHBIE C YI'PO301
PACIIPOCTPAHEHUA JUYHON NHOOPMAIINHA
MOTEPIEBINAX JIMBO WHBIX CBEJIEHWMN, KOTOPBIE
MMOCJIETHUE KXEJAJNA COXPAHUTD B TAHE

I[lpy [aHHOM BHIE BBIMOTaTelIbCTB B IMOJABISIOLIEM OONBIIMHCTBE
clIydaeB OOBEKTOM MPECTYILUICHHs ABIMOTCS QoTorpadui M BHICO3AIMCH
MHTAMHOTO XapakTepa MOTEepIeBINEro, MEepenucka Ha CEKCyallbHyIo TeMy
60 WHAas KOMIIPOMETHpYIOIas HHGOpMAIIKsL.

[lepBoHauanbHas KOMMYHHKALMs 3JIOYyMBIIUICHHHKA M JKEPTBBI
NPOUCXOMUT B TPUIOKEHWsX IubO cafitax st 3Hakomcr (Mamba,
Masked.love, Twinby, Mail.ru u ap.) nmu6o Telegram-varax («JIeoHapzo
JlaiiBUHYMK» M [Op.), T[[€ MOIIEHHHK BBICTyNIAeT B KauecTBE JIMIQ,
[[POTHBOIOIOKHOTO TONA, JKENAIONIEro IO3HAKOMHTBCS. 3aTeM OOIIeHHe
OBOJIBHO GBICTPO HPHOOPETaET CeKCyaTbHbIH MOATEKCT. « HOBBII 3HAKOMBIH»
mpenaraeT  OOMEHSTBCS —MHTHMHEIME — Qororpadusmu. Ilpy  sTOM
U151 GONIBLIEr0 YOSIUTETBHOCTH MPUCHUIAET 3apaHee 3arOTOBJIEHHBIE SIKOOBI
cBor (hoTorpadun 1100 BUIEO B OOHAKEHHOM BUJE.

B ciydae, eciu JKepTBa «IOBENACh» Ha JMaHHOE IPEIJIOKEHUE
u cOpocuiia cBOM MHTHUMHBIE (oTorpaduy Wik BUCO, 3MOYMBIIUIEHHUK X
coxpamsier. IIpu 3TOM OTIpaBICHHE CaMOYHHUYTOXKAIOIMXCS COOOIICHHH
He IIOMOXKET, TaKk KaK 2KpaH Bcerma MOXHO choTorpagupoBars APYTUM
ycrpoiicTBoM. OJHOBPEMEHHO C STHM BBIMOTaTellh COOMpaeT HH(OPMAIUIO
0 XKepTBe B CeTH VIHTepHET: HaXOJUT CTPAHHIBl B CONMANBHBEIX CETIX,
AHANM3UPYET JAaHHBIE W3 OTKPHITHIX HCTOYHHKOB, y3HAeT KPYyr Ipy3eH
W DPONCTBEHHMKOB, MECTO paGOTHL 3aTeM 3J0yMBIILIEHHHK COOOIIaeT,
4rTo pAacIOpOCTPAHHT HMEIOIMecss y Hero uHTHMHbBlC —(oTorpapun
[OTePIEBIIEr0 CPEIH €ro Apy3eil i 3HAKOMBIX OO BEUIOXKHUT B OTKPBITHIN
JIOCTYII, €CJIM €My He 3aIlIaTaTh 32 X HEPacIpOCTpaHEeHHE.

Ecau ke B XOJe HWHTEPHET-TIePEeNUCKH BEIMOraTeIio He YAanoch
TONYYMTh MHTHMHBIE H300pa)KEHHs JKEPTBBL, OH MOXET M3TOTOBHUTH HX
C TOMOIBIO Pa3HYHBIX (OTOPENAKTOPOB, HCHONB3Ys (oTorpadum
cobeceqHUKA W3 €ro COIManbHBIX ceTeil. Takke 37I0YMBIIICHHUK MOXET
YTpO’KAaTh OIACKOM COCTOSBIIEHCS MNEPENMMCKA Ha CEKCyalbHBIC TEMBL,
JIOTIOJTHATENEHO COOOIIMB, YTO SIBISIETCS HECOBEPIIEHHOIETHHUM, TaKMM
06pa3oM HameKas O BO3MOXKHOCTH NPUBJICYEHHS JKEPTBBI 32 «COBPAIICHME
MaJIOJIETHETOY.

B HEKOTOPHIX CIydYasX «HHTEpPHET-3HAKOMBIH» MOXeT COpOCUTE
(UIIMHTOBYIO CCBUIKY, HAmpuMep, mid mpocMorpa (oro B 00MadHOM
XpaHUIIMIIE JIMOO €ro BHAEO Ha PAasIM4YHBIX CTPUMHUHIOBBIX CEPBUCAX.
Tlepeii/s 110 CCHUIKE U BBEIS CBOU JaHHBIE (KaK IIPaBHII0, a00OHEHTCKUH HOMEP
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M TIOJyYeHHBIH KOA-TIOATBEPXKACHHUE) 3JIOYMBILIUICHHUK IIOIy4aeT HOCTYIl
K MeECCEHIDKEPY JKEPTBBI M €ro COIMAlIbHBIM ceTssM. B TakoMm ciydae
BBIMOTATENb IIOJIydaeT JOCTyIl KO BCEM KOHTaKTaM U IIepeluCKaM
IOTEPIIEBIIEro, a IIPH HAJMYHHA B HUX HHTUMHBIX (POTO UM BUEO (HAIpUMeD,
Ipu OOINEHWH C APYTMMH IeByIIKaMu) Ju00 WHOW KOMIIPOMETHPYIOIIeH
MHGOPMAIMH, UCIIOb3yeT ee MO BHIIICONHCAHHOMY NpPUHIHIY. B naHHOM
clAydyae CHTyalusi ycyryOiiieTcs TeM, YTO 3JIIOYMBIINUICHHUK BHIHT BCE
peabHble KOHTAKTHl XKEPTBBI, a TaKXKe MOXET HCIIOIb30BaTh €€ JIMYHEIE
yueTHBIE 3aIHCH I COBEPILICHHS HHBIX MOIIEHHUYECKHUX ASHCTBUH (IIPOCUTD
OIIOJDKUTH JIEHBTH, IEPEBECTH CPEICTBA Ha OJIArOTBOPHUTEINBHBIN cOOp U T.11.).

Banomuute! Hacrpoiiku iPhone He st urp!

o HUKOTZA He OTIPaBJIsAiiiTe CBOM MHTHMHbIE GoTorpaduu U BUIEO
He3HAKOMIIaM U3 HHTEPHETA,

o He ocTaBlsiiTe B ceT HMHTEepHET 0 cebe JIMYHYI0 MH(POPMAIIHIO
1 He JISJINTECh C Hell ¢ HE3HAKOMIaMH,

o CKpoliTe HaHHBIe O cebe B HAacTpOHKaX KOHQUICHIUAIbHOCTH
B COIIMAJIBHBIX CETSIX U MECCEHIKepax;

. He IMEPeXOOUTe MO HEU3BECTHBIM CCBHUIKAM, IEePEClaHHBIM BaM

HE3HAKOMBIM Y€JIOBEKOM; HE BBOJUTC HA ITOCTOPOHHUX calTaxX CBOH JINYHEIE
JAHHBIC U KOJBI U3 COO6HI6HI/Iﬁ.

TAKXKE CJUEAYET ITIOMHHUTD, wuro H3roToBicHHE U
pacIpOCTpaHeHHe IIOPHOTpa@UYECKHX  MarTepuajloB MM  IPEAMETOB
MopHOTpadUIecKoro XxapakTepa BiiedeT 3a co00l mpuBJieveHne K yroJloBHOU
0TBETCTBEHHOCTH 10 cT. 343 YromosHoro kozxekca Pecry6muku benapych
C IpUMEHEHNEM HaKa3aHUs BIUIOTH A0 ABYX JIeT JIMIIEHHsI CBOOODI.
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5. BBIMOT'ATEJIbCTBA, CBA3AHHBIE C YFPQBOﬁ
MPUMEHEHMS HACIIHS, IMOCJIE MNOCEIIEHUS CAUTOB
IO OKA3ZAHMIO CEKCYAJIBHBIX YCJIIYT

3JI0yMBIIUIEHHUKA Ha PasIMYHBIX CaliTax 10 OKa3aHMIO CEKCYalbHBIX
YCIYT pa3MeINaioT aHKeTHl IEeBYIIEK, B KOTOPBIX 3a4acTyl0 B KaveCTBe
KOHTaKTHOTO YKa3bIBAalOT A0OHEHTCKUM HOMeEp OellopycCKOro oreparopa
MOOWJIEHOH CBSI3H.

[ToTeprieBIIre, HAXOICH B IIOUCKaX MOJTOOHBIX YCIyT, Oe3pe3ynbTaTHO
IIBITAIOTCS JO3BOHUTHCS 1O YKA3aHHOMY B aHKeTe aOOHEHTCKOMY HOMeEpY
(TpyOKy HUKTO HE CHAMAET).

B mociefyiomeM, Kak IPaBUIO Ha CJIEAYIONIMI JCHb, MOTEPIEBIIAM
MoCTymaeT Teae(OHHbBIH 3BOHOK, B XOJI€ KOTOPOTO JIMIO C BBIPAKEHHBIM
KaBKa3CKMM akKIIeHTOM B Tojioce cooOImaer, 4Yro M0 TMPUYMHE 3BOHKA
IIPOM30LII0 «ONOKHPOBaHHE KacCh (MO0 HHBIE IPUYIHUHBL), BBUIY YErO
«IeBYIIKH He MOTYT paboTaTh». B Xoze 3B0HKa 31I0YMBIIIEHHUK MPe/iaract
pelIUTh  BONPOC ~ THXO-MHPHO»,  TOMONHMB  OalaHC  «KacChl,
TeM caMBIM €€ pa30IoKupoBaTh. B HanbpHEHIEM MPOUCXOMHUT JABJICHUC
B CTOPOHY JKEpPTBBI M CKIIOHEHHE K TIepeBO/y BCEe OONBIIMX CYyMM NEHEKHBIX
CpeJICTB 10| PA3IMYHBIMU IIPETIOraMH, B TOM 9HCIIe BEICKA3BIBAIOTCS YIPO3BI
JKU3HY ¥ 30POBBIO MOTEPIIEBIIEro U0 ero OJIM3KUX POICTBEHHUKOB.

B mociemyromem oOIIeHHe IIEPEBOJAMTCS B MECCEHIKEp, Kyna
cOPACHIBAIOTCS PEKBU3UTH], HA KOTOPHIE HEOOXOIUMO NEPEIUCIIUTD NEHEXKHBIC
cpencTB (Kak mpaBuiio, p2p mepesozsl). Tyza ske moTepreBlIne copachlBaoT
3JIEKTPOHHEIE YEKU KaK HOATBEPIKIEHHE O EPEBOIE ASHEKHBIX CPETICTB.

B HEKOTOpHIX CllyyasX Ha 3BOHKM WM COOOILICHHUsS NOTEPIEBHIMX
IpH  TOCEIIEHWH WHTEPHET-CaWTOB  OTBeYaeT sIKOOBl  JEByNIKA M
JOTOBAPHUBAETCS O BCTpede, JUId 4ero TpeOyroTCs NPENOIVIaThl B KavIecTBe
TapaHTUd. B IefCTBUTENHLHOCTH HHMKAakod IEBYIIKM ' HE CYLICCTBYeT,
a 3JIOYMBINUIEHHHKM TIPOCTO HMHTHpPYIOT JKeHckud romoc. Ilocre
COBEpIIECHHS JAHHONW MOIICHHHYECKOM CXeMBI TAKKE CIEIYIOT 3BOHKH
[0 BEILIEONACAHHOMY IPUHIIHILY.

CJIEAYET IIOMHUTB! Pexnama yciiyr CEKCyalbHOIO Xapakrepa
B Pecry6muke Benapych 3ampernena. OTKas OT MOLOOHOT0 0Cyra HE TOJNBKO
ybeperxeT Ballle 3/10pOBbe, HO U ICHBIU.
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3AKITIOYEHHNE

Hecmotps Ha cumkenume B 2025 rtomy Ha 5,8% KOIM4YECTBa
COBEpILICHHBIX KHOEpIPeCTyIUIeH i, yBenuueHre (HaKToB BBIMOraTeNbCTB
B chepe VKT NMKTyeT aKTyalabHOCTh NAHHOW IpoOneMbl. MoleHHAYecKne
CXeMBl 3JI0YMBIIUIEHHUKOB BCETZa BUIOM3MCHSIOTCS, OJHAKO, NOBEACHHE
MOIICHHMYECKAX CXeM CpelH IEeNEBBIX ayIuTopui rpaxman (ydariuecs
¥ CTyIEHTHI, MX POJIUTENH, PAaOGOTHUKHM TPYHOBBIX KOJUICKTUBOB U KPYIHBIX
KOMIIQHH ¥ Jp.) HO3BOJHUT MOBBICUTE UX IU(POBYIO TPAMOTHOCTE ¥ TAKUM
06pa3oM cIpOoQUIAKTUPOBATH COBEPIIEHNE HOBBIX IIPECTYIICHHH.

Crapmmii onepynonHoMoueHHEIH 1o OB/]

T'VIIK KM MBI Pecriy6nuku benapycs (//
IIOIIOJIKOBHUK MUJIMITAH W.C.HeHCKI/IP’I
02.03.2026 =





