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BBenenue

B coBpemeHHOM Mupe, rjie TEXHOJOTUH Pa3BUBAOTCS CTPEMUTEJILHBIMU
TEMIIaMH, TEJe(MOHHOE MOIUCHHHYECTBO INPHOOPETAET HOBBIE bopMEI
u Macmradbl. OHO CTalo pachpoOCTpaHEHHBIM SBJIEHHEM, K COXKaJICHUIO,
3aTparvBaOIIMM JIIOIEW BCEX BO3PACTOB M COIMATIbHBEIX CIIOEB. Hecmotps Ha
IIHPOKYIO OCBEIOMJIEHHOCTb 00 aKTyaJbHBIX CXE€Max MOIIEHHUYECTBa,
TPaXJaHE IO-IIPEXKHEMY CTAaHOBSTCS JXEPTBaMHU 3JIOYMBIIUIEHHUKOB. CBs3b
MEXKIYy ICHUXOJOTHCH JKEPTBBI W YCIEXOM TesleOHHOrO MOLIEHHHKA
HepaspbIBHA. Tesie(OHHOE MOLIEHHMYECTBO — 3TO HE MPOCTO CIy4YyalHOCTb,
a CJIOJKHAs UIpa Ha YEJIOBEYECKUX CI1a00CTSX, I/Ie MOPTPET JKEPTBLI CTAHOBUTCS
KJIIOUOM K yCIIEXY IIPECTYIHHUKA.

IIcuxosiornyeckuii MOPTpPET KePTBbI TeJe(POHHLIX MOLIEHHUKOB —
3TO  coOupaTenbHbIl  00pa3, OObeAMHSIOMMN Jrofeill  omnpeeneHHBIX
IICUXOJIOTUYECKUX XapAKTEPUCTUK U JKU3HEHHBIX OOCTOSTENLCTB, NEIArOLINX
UX Oojiee ysA3BUMBIMH. B OCHOBE JIKHT, IOBEPYUBOCTb, MOAKPEILIEHHAs
HAaUBHOCTHIO.

KepTBBI CKIOHHBI BEpUTH JIIOASM Ha CJIOBO, HE IOABEpPras COMHEHHUIO
MOJIyYEHHYIO MH(POPMALUIO, OCOOEHHO €CIIM OHA MCXOAUT OT MPEeACTABUTENS
aBTOPUTETHOM opraHu3auuu (6aHK, MpaBOOXpaHUTEIbHEIE Opranbl). OHU Jierue
MOAIa0TCS SMOLMOHAIBLHOMY JaBJICHUIO.

KpuTuuecku BaKHBIM aCHEKTOM SIBJISIETCS YPOBEHb OCBEIOMIIEHHOCTH
O  pacmpOoCTpaHEHHBIX CXeMaxX MOIIeHHHYecTBa. HegocraTtok 3HaHMIA
0 1MpPOBOHl 6E30MaCHOCTH CYIIECTBEHHO MOBBILIAET PUCK CTaTh KEPTBOMH
oOMana. DTa ysI3BUMOCTb YacTO YCyTyOJIseTCsi BO3PACTHBIMH OCOOEHHOCTSMH.
Korna noxwusslie noau, NpUBBIKIK K 60Jiee TpaJulHMOHHLIM (GopMam OOLIEHHS.

OMOLIMOHAJIBHOE COCTOSIHUE, B KOTOPOM IPEOBIBAET YENIOBEK, TaKKE
urpaer cBoro ponbk. CTpecc, TpeBora, cTpax MOTEPSITh JAEHBLIM WM HAaBPEIUTH
ONM3KUM — BCE 3TH YyBCTBa [E30PMEHTUPYIOT M OCIabNAIOT CHOCOOHOCTH
KPUTUYECKH OLIEHHBATh CHUTyaluio. MOIICHHHKH YMEJIO HMCIOJIL3YIOT  3TH
COCTOSIHUs, CO3/JaBas OLIYILEHHWE CPOYHOCTU U IAHUKH, BBIHYXKIAs JXEPTBY
JNEHCTBOBAaTh  MMILYJIbCUBHO, TIpU 3TOM €€ BHUMaHUE  paccesHo,
a OMOLIMOHAJIbHAs] YCTOWYHUBOCTh CHIIKEHA.

HemaioBaxxHbIM (DakTOpOM SIBJISIETCS OAMHOYECTBO M IOTPEGHOCTH BO
BHUMaHuM. [loxwunele oM, JKUBYIIME OJHH, OCOOEHHO  YS3BHMEI
MPOSIBJIEHUSIM BHUMAHMUSI, JaXKe €CIIH OHU UCXOJST OT HE3HAKOMIIEB.

WMMIyneCMBHOCTD M CKIIOHHOCTH K a3apTy MOTYT CIIOCOOCTBOBATh
NONaJaHHIO B JIOBYIIKY MOILIEHHHUKOB. OOelaHusl JIErKOW HaXKMBBI, BHIMIPhILIA
B JIOTEPEIO MOTYT 3aTMMUTh pa3yM M 3acTaBUTh 4YeJOBeKa JeHCTBOBAThH
HEOOyMaHHO, HE MPOBEPsisA JOCTOBEPHOCTh HHPOPMAIHH.

BaXHO OTMETUTh, YTO JKEPTBAMU CTAHOBSITCSI HE TOJIBKO JIFOJU C HHU3KUM
ypOBHEM  OOpa3oBaHUsl WM  UHTelUiekTa.  HampotuB.  YcmeuiHele
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U 00pa3oBaHHBIE JMYHOCTH TaKXKe I[OMAJarTCs B CETH MOLIEHHHUKOB.
[TOCKOIBKY MX yBEPEHHOCTb B COOCTBEHHBIX 3HAHHSX MPUBOIMT K MEPEOLIEHKE
CBOEH CIIOCOOHOCTH pacmo3HaTh OOMaH.

JIroboli  dYenoBek, HE3aBHCHMO OT BO3pacTa, o0Opa3oBaHMsA WIIH
COLIMAIBHOIO CTaTyca, MOXET CTaTh XEPTBOU TeaeOHHOI0 MOILIEHHHYECTBA.
Ilcuxomoruyeckuii MOPTpET JHIIb yKa3biBaeT Ha (HaKTOpPhI, MOBBILIAOLINE
YSI3BUMOCTE K IOAOOHBIM MaHUNYJSAIUSAM. [l03TOMY BaXXHO MOCTOSIHHO
MOBBIIIATE CBOKO OCBEIOMJIEHHOCTb U OBITH B Kypce MOCIEIHUX TEHIEHIMH
B chepe TesiehOHHOrO MOIIEHHUYECTBA.

MOIlIEHHUKH TIOCTOSIHHO COBEpPIIEHCTBYIOT CBOM METOALI OOMaHa,
HCTIOJIb3Yysl ITOCJIENHUE TEXHOJIOTMYECKUE JOCTIDKEHHMS U IICHMXOJOTHYECKHE
npueMbl. YToOBl 0OMaHyTh CBOMX JKePTB. B xom vayT yOeauTenbHbIe JIereH b,
3anmyruBanue. Cpo4yHOCTh U 00€elaHue HeBEPOSTHOM BBITOIBI.

Ilo-mpexxHeMy HauOojee paclpOCTpaHEHHBIMH METOJAaMH OOMaHa,
UCTIOJIb3YEMBIMH 3JI0YMBIIIJIEHHUKAMU SIBIISIETCS TeJie)OHHbIE 3BOHKH.

Hcnonb3ys TenedoHHbIe 3BOHKH /Ui BBIMAHWBasl JIMYHOM HWH(pOpMaLUH,
MOIIIEHHUKH MOOYXKAAIOT K KaKUM-IHO0 NeHCTBUSIM. B OONBIIMHCTBE CilydyaeB
MOIICHHHUKH BBIAAIOT ce0si 3a COTPYAHUKOB IMPABOOXPAHUTEIbHBIX OpPraHOB,
OaHKOBCKOM chepbl,  pabOTHUKOB  TOCYAApCTBEHHBIX  OpraHM3alHii,
NOPEANPHUATAN, ONEeparopoB  MOOWJIBHOW  CBS3M, B  IOCIEIHEE  BpeMs
NPEACTABIIAIOTCS COTPYAHUKAMU KHOEpOE30MacHOCTH.

3BonsAT uepe3 MmecceHmxkepbl (Telegram, WhatsApp, Viber), a Takke
MOT'YT HCII0JIb30BaTh CTALlMOHAPHYIO TEIE(POHHYIO U MOOWJIBHYIO CBSI3b.

B nocnenHee BpeMsi MOLUEHHMKM — pa®OTalOT  TPYMIOH:  OAMH
IPEICTABIISIETCS. COTPYAHUKOM KOMMYHJIBHOW CIIyKOBl WJIM HHBIM JIPYyTUM
pabOTHUKOM OpraHu3aluy, APYrod — MpPaBOOXPAaHUTENILHBIX OpPraHOB WM
OaHka, yOexnmas >KepTBY, 4YTO €€ JaHHble CKOMIIPOMETHPOBAHBI, M IS
«CIIACEHUs» CPEACTB WM pa3o0JadyeHHs HeJOOPOCOBECTHBIX COTPYAHUKOB
OaHKOBCKOH cdepbl HEOOXOAUMO OPOPMUTH KPEAUT HIIM NEPEeBECTH ACHBIU
IO IPEeNJIOrOM HX NeKJIapUpOBaHHUs Ha «3allMIleHHbId cuer». KomnuecTBo
M COCTaB 3BOHAILIMX MOIIEHHUKOB MOXET OTJIMYAThCs B KaXIOM Cllydae.
HaubGonee coMHeBarommMMcs Jake TOCTYMAIOT BHJIEO3BOHKH C YEJIOBEKOM
B hopme.

Hanpumep, 3BoHOK mon BujgoMm pabotHukoB PVYII «benrenexom»
IIOCTyIaeT Ha JOMaluHuK TesnedoH. MolleHHUK yOeauTeNbHO COOOIIAeT, uTo
3aKaHYMBAETCSl CPOK JIEHCTBMUSI JOTrOBOpa Ha oOkazaHue yciayr. M gns ero
IPOJJICHUsT HEOOXOAWMBl IMACMOPTHBIE [aHHbIE W HOMEpP MOOUJIBHOIO
TenedoHa. Jlanpiie B MecCeHKepe MOCTyaeT 3BOHOK OT NMPaBOOXpPaHUTEEH.
Yame CrnencrBeHHOro komureta, JlenaprameHTa (hMHaAaHCOBBIX pacciaeqOBaHUIM,
KomuTera rocynapcTBEHHOr0 KOHTPOJIs. 3BOHSIIMKA COOOIAeT, YTO 4YeIOBEK
oOlaeTcsi ¢ MOIICHHUKaMHK, TpeOyeT IpepBaTh pa3roBOp U MPOCUT MOMOILb B
U300JIMYEHUN TPEeCTyNMHUKOB. [lanbie B MecCeHKepe MOCTyNaeT 3BOHOK OT
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SIKOOBI «COTpYAHHMKA OaHKa», KOTOPBIN 3asBJISIET, YTO JE€HBI'H MOCTYIIST Ha CUeT
HanmonansHoro 6anka u OyayT BO3BpallleHbl xepTBe. [l yOeauTenbHOCTH
YKEPTBE HaIIpaBJISIOT 00pa3ell 3asiBICHUS.

Ho cnenyer mOMHHUTB, YTO 3JIOYMBILUICHHHKHA YacTO MEHSIIOT CXEMBI
obmaHa u Ha Mecte coTpyaHuka PYII «benrtenekomay MoxeT ObITh paOOTHHK
PVII «Burebckanepro», YII «BurebckBomokanan», YII «Burebeckobmaras»,
PVII «benmnoyra» u Tak ganee. Y caM cLeHapuii HCTOPUM MOXET OBITh JPYTOiA.

ITog mnpenysoroM mpoAJieHUss [OOTOBOpa Ha OKa3aHHWE YCIyr CBS3H,
NPEACTABIIASICE OllEpaTOPaMU COTOBOU CBSI3U, MOIIEHHHUKHU MPOCSAT COOOIIUTH
CBOHM II€PCOHAJIbHBIE JAHHbIE U OCYLIECTBUTH IMPOJIEHUE AOTOBOpPA yAAJIECHHO.
MoryT HampaBUTh CCBUIKY, MEpeHas MO KOTOPOH J>KepTBa YCTaHABJIMBAET
NPUJIOKEHHE YHAJEHHOTO [JOCTYyIa, IIOCPEACTBOM KOTOPOTrO MOIIEHHUKH
IOJIy4yaroT BO3MOJXXHOCTb COBEpLIATh pa3jUWyHble ONepalud Ha MOOWIbBHOM
ycTpoiictBe. IlpuioskeHne OueHb CXOXE€ C OpPUTHHAIBHBIM. MOIIIEHHUKH
YCTaHaBJIMBAIOT aHAJOTMYHBIM 3Ha4oK. M oO1uid BUA NpUIIoKeHUsT HA TIePBBIN
B3IUISI] MOXKHO IIPUHSITH 32 HACTOSILIEE.

3BOHKHM NOJ NMPeAI0roM 00OHOBJIEHHS KOa OT oMo oHa

MOIIEHHUKY TPeaCTaBISIFOTCS COTPYIHHUKOM YIPABJISAIONIEeH KOMIIaHUH,
CJIy>kObl 0€30MacHOCTH WM JApyrod odunmanbHOM opranuzanuu. CooOmarT,
YTO HOBBIM KOJ HPUIAET U3 CMC-COOOIIEHUSI U €ro HYXXHO COOOLIMTBH IJIsi
OOHOBJIEHUSI B cHCTeMe. A 3aTeM IOCTyNaeT 3BOHOK OT SIKOOBI COTpPYIHHKA
IIPaBOOXPAHUTEIIBHBIX OPraHOB, KOTOPBIA MPOJOJKAET OOMaH.

Cxema «geiik-00cc»

B sT0#1 cxemMe MOIIEHHHKHU BBIIAIOT ce0sl 32 pyKOBOJIUTENIEH U OOMaHOM
3aCTaB/ISIFOT JKEPTBY COBEpIIATh ONPEAECICHHbIE [EMCTBUS, KakK MPaBUIIO,
CBSI3aHHBIE C IIEPEBOJIOM JICHET WJIM Nlepeadeii BayKHOW UHGOPMAaLIUH.

MoleHHUKY TIIATENbHO COOMPAIOT UHGOPMAIUIO 00 OpraHu3alu U e€
COTPYIHUKAX, WUCIIOJb3ysl OTKPBITbIE MUCTOYHUKHU (CAMThI, COLHUAIBHBIE CETH,
CMMH). Onu y3HaIOT UMEHa PYKOBOAUTENEH, UX TODKHOCTH, CTUJIb OOIIEHUS U
JApyrue NeTajad, KOTOpble MOMOIrYT UM yOeOuTENbHO BbIIaBaTh ceOsi 3a HUX.
MOLIEHHUKH UCIIOIB3YIOT MOJJEIbHBINA aKKayHT OJHOTO U3 PYKOBOAUTENEH U
CBA3BIBAIOTCS C JKEPTBOM, HCIOJB3ysl MecceHIxkep. Pacchlnator cooOlieHus:
«Hasnauen kypatop», «lIpoBepka Oyxranrepun». WMHOraa ucHoab3yroT
IUN(EeNRK-TeXHOJOTUH, UMUTHPYSI KOPOTKHI BUICO3BOHOK, CCBLIASChH MPU ITOM
Ha IUIOXO€ KayecTBO CBSI3U, YTOOBI CKPBITh HECOBEPIIEHCTBO MOJIEIIKH.
«®Delik-00cc» OKa3plBa€T Ha IKEPTBY JaBJIeHUE, CO3[aBasl OLIyIIeHUe
CPOYHOCTH M Ba)XHOCTH. YacTO MOIIEHHUKH MPOCST XXKEPTBY He 00CYXIaThb
3TOT BOIIPOC C JPYTUMH COTPYJHHUKAMH, UYTOObl HE «IIOMEIIaTh» BaXHOU
omepaluu.
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3HaKoMcTBa B COLMAJIBbHBIX CETSIX

MoiuenHukr co3paroT GanbliuBele TPOQUIM B NPUIOKEHUSX IS
3HAaKOMCTB WJIH B COLMUAJILHBIX CETSAX, UCIOJNB3YS yKpaJeHHble (GoTorpaduu
NpUBJICKATCNIbHBIX Jrofel. Jlonroe Bpemsi MOAAEPKMBAIOT OTHOLIEHUS
C TNOTEHUHAIbHOH XEPTBOM, YTOOBI B KOHEYHOM HTOre IOMPOCUTH JEHBIU
00000(rox mpennorom GonesHu, HpobieM ¢ BU30M, OMIATHI MOCBUIKH U T.1.).
[IpockObl MOryT OBITH HEOOJBLIMMH TTOHAYAY, YTOOLI IPOBEPHTH KEPTBY, a
3aTe€M BO3pacTaloT.

Cnava xuabsi B apeHay

YroOel co3maTh MpUBIIEKATEIbHOE OOBSBJIEHHE O CHaue KUIIbS
MOIIICHHUKH HCIIOJIB3YIOT (poTorpaduu, HalJeHHbIE B HHTEpPHETE, a TaKKe
UCIOJIB3YIOT IIPHUBJIEKATE/IbHbIE LI€HBI, YTOOBI NMpHUBJeYh BHUMaHue. [Ipexne
4YeM II0Ka3aThb KBapTHUpPBI, BCerjga IpocsaT Mnpenoruiaty. JludHas BcTpeda ¢
apeHIoJaTeIeM U OCMOTp KUJIbsl NEepe]l OIJIAaTOM IMO3BOJISIT HE OCTaThCsl Oe3
KWibss W JgeHer. Hexkoropble MOLIEHHMKM YTBEPXKIAKw, YTO HE MOTYT
BCTPETUTHCS C IOTCHUMAIBHBIMU apeHAaTOpaMU [0 Pa3IMYHBIM IIPHYMHAM
(HampuMep, HaAXOASTCS B IPYTOM FOpOJIE).

IManTax

3/I0yMBILUIEHHUKY ~ MOTYT  YIPOXXaThb  pa3rjlalleHHeM  pasjiMuHBIX
KOMIIPOMETUPYIOLIMX CBEACHHMH C LI€JIbIO BhIMOraresibeTBa. ColuanbHbIE CEeTH
— O9TO KJIaJe3b IIepCOHANBHOM HMH(OpManuu o dejgoBeke. [lomyuus
HECAHKI[MOHUPOBAHHBIN NOCTYN K CTPAHUWIIAM B COLMAJIBHBIX CETSIX, [IEPEUCKE
3JICKTPOHHBEIX IIOYTOBBIX SIIIMKOB M OOJIAaYHBIM AaKKayHTaM U 3aBJiaJieB
M300paKEHUSIMU, HE MpeIHa3HAYeHHBIMH Ui IyOJMYHOIO MNPOCMOTPA,
IPECTYINHUKKA BCTYNAIOT B MEPENUCKY C TMOTEpPNEeBIIMMH, TpeOys pa3HbIe

JICHEXKHBIC CyMMBI U yrpoxkas, B Cllydyae OTKas3a, paclpOCTPaHUTH HUX B CETHU
HNuTepHer.

Hamnpumep, MonieHHUK uepe3 coluaibHbIe CEeTH 3HAKOMHTCS C JKEPTBOM,
BTUPAEeTCsl B JOBEpHUE, CKJIOHsET K OOLICHWIO B BHAEOYATe HWHTHUMHOIO
XapaKTepa UMK OTIIPaBKe OTKPOBEHHBIX (DOTO, 3aMUCHIBAET BUICO WM JeaeT
CKPHMHIIOTBI, & 3aTEM LLIAHTAKUPYET.

Habuparot 000pOTHI BBIMOIaTeJIbCTBA c MCII0JIb30BaHUEM
UH(POPMALIMOHHO-KOMMYHHUKAIIMOHHBIX ~ TEXHOJIOTHM:  IMOTEPIIEBIIUX  IO]
pasIMYHBIMU IIPEJIOraMu (TECTUPOBAHKE MOOMIIBHOTO MPUIIOKEHUS TSI BXO1a
B KOPIIOpaTUBHBIN akkayHT Apple mpu TpynoycTpoiicTBe, OKa3aTb I[OMOIIb
B 3arpy3ke Kakux-1uOo (ainoB u3 oOnauyHoro xpanwnuma iGloud, Haiigs
peKjIaMy YCTaHOBKHM OECIUIATHBIX WUIP M MPEAJIOKCHHHW B COILHAIBHOH CeTH
TikTok) BeIHy>XIaroT Ha TMYHBIX ycTpoiicTBax [Phone BOWTH B CBOIO yUYETHYIO
3anuck. Ilocne Bxonma IPhone OnokupyeTrcst Kak MOXHUINEHHBIM M CTAaHOBUTCS
He NPUrOAHBIM. {7151 pa30JIOKUPOBKH 3/I0yMBILUIEHHUKU TpeOyroT BeIKyN. Hu B
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KOeM CiIy4ae HeNb3sl BXOAUTH Ha CBOEM YCTPOMCTBE B YYXKYIO YUETHYIO 3allHCh,
BJIAJICJIEL] YYETHOM 3alliCh MOXET 3a0JI0KUPOBATh YCTPOMCTRO.

«Peky1aMHbIe Ak

OT umMeHM H3BeCTHHIX B bejapycu TOpProBeIX OpPEHIOB MOLIEHHHKHU
pacpOCTPaHsAIOT peKJIaMbl MOAACIBHBIX cainToB. [locne nmpoxoxaeHus omnpoca
Ha TaKOM CalTe, IIOJIb30BATENIO ISl MOJIYYEHHS BBIMIPHIILA IpeIaraercs
CKayaTh U yCTAHOBUTH MOOMJIbHOE IPUJIOKEHHUE, IPUBSI3AB K HEMY OAaHKOBCKYIO
kapty. Eciu >kepTBa BBIMONHSAET 3TO YCIOBHE — MOINEHHUKH MOJIyYaroT
PEKBU3UTEI OAHKOBCKO# MIaTe)KHOU KapTHl.

HNuBecTHMH

Ha mpocropax wuHTepHeTa 4eloOBeK HATBHIKAETCS Ha  peKJiamy
«MHBECTHIIMOHHOTO mpoekTay. llocime momayu 3asgBKH ¢ HHUM CBSI3BIBAETCS
«(pUHAHCOBBIM aHATUTUKY, Tpeiiaep, Opokep, yOEKHArOT MPOHTH 0OyudeHHe
U BIIOXKHTb CpeAcTBa. «DUHAHCOBBIM CHEMUATMCTY WHCTPYKTHPYET, Kak
3apeTUCTPUPOBATLCS HAa OUpIKe, MOIMOJHUTH KOIIEIEK HeOOJNBIIONW MPOOHOMN
cymmoii. ITocne Toro, kak morepneBLUINK BHEC IIEPBBIA B3HOCY, EMY HAYUHAIOT
IOCTYIaTh 3BOHKU OT JAPYTHX JHIL, KOTOpPbIE NPEACTaBISIOTCS JIHYHBIMU
Opoxepamu. B pganmpHeiiliem, TMOJX TPEWIOroM KPYIHOINoO 3apaboTka,
MOTEPIEBIIEMY MpeIIaraeTcsi BHECTH Oojiee KPYNHYI CYMMY JA€HEXHBIX
cpenctB. Jlns yOeauTeIbHOCTH CBOUX JEWCTBUM MOIIEHHUKH I10J BHIOM
BBIBOJA 3apa0OTaHHBIX JEHEKHBIX CPEICTB C (albIIMBON TpeHauHI-
n1aTGOPMEl  TIEPEUHCISIIOT [OTEPIEBIIEMY HE3HAUUTENBHYIO CYMMY, TeM
CaMbIM YOEXIAlT IOTEepleBLIer0 B TOM, YTO OH paboTaeT ¢ peajbHOM
opranu3anueii. YToOpl OKOHYATENbHO YOEIUTh MOTEPIEBINEr0 MOIIEHHUKH,
IOCPENCTBOM IIEPENUCKUA JIMOO Ha 3JIEKTPOHHYIO TOUTY MPHCBIIAIOT KOIHH
HECYILECTBYIOIIUX JIOKYMEHTOB, ¢portorpaduu c U300paXKeHuem
YAOCTOBEPEHUM, CEpPTU(UKATOB, JULEH3UM, dYalle BCEro Ha HHOCTPAHHOM
a3pike. CIycTsl Bpemsi MOTEpIEBIINI He MOJydyaeT KaK IMepEeUHCIeHHBIE UM
J€HEXHBIE CPEJICTBA, TaK U (PUKTUBHO 3apaboTaHHbBIE.

B xoHe4yHOM HTOre, KOTra MOTEPIEeBIIUN MOHUMAET, YTO ObLI OOMaHYT,
3JIOyMBILUIEHHUKU JIMOO TMpeKpallatoT OOIIeHHWe ¢ HHUM, JUOO IPOJOIKAIOT
CBOU IIPOTUBOIIPABHbIE JEHCTBUS ITyTEM 3alyTHBaHUS.

HNHTepHeT-aABOKATHI

Habupaer mnomynspHOCTs Takas cxema, Kak (QUKTHBHBIA BO3Bpar
INOTEPSIHHBIX JEHEXHBIX CpeAcTB. MOIIEHHUKM BBIXOASIT Ha CBSI3b C
MIOTEPIIEBIINMY, KOTOpbIE paHee CTaId XepTBamMu adepHucToB, 00ellarT UM
IIOMOYb BE€pPHYTh yKpaJeHHbIE CpeACTBa. MOIIEHHUKU MO3ULUOHUPYIOT ceOsi
KKOpUCTaMHU»?, KACIIAPTAMCHTOM IIO BO3BpaTy I/IHBGCTI/IHI/Iﬁ».
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IHoxkynka ToBapoB Online

MOoIlEHHUKY aKTHUBHO HCIONB3YIOT TIPYMIbI B COLMANBHBIX CETSIX
U MeccelKepax, OOBsABICHHUs Ha TOProBBIX IUIOIIAJAKAX, TaKUX Kak
«MHctarpam», «BKonrakrey, «Tenerpam», «Kydap». Uro6el 0O6MaHYTH
NOKyTaTeNel U IPOJaBIIOB, MOILIEHHUKH TAK)XKe CO3al0T U MOAEIbHbIE CaliTHI,
npejjiarasi TOBapbl IO CJIMLIIKOM HH3KUM LI€HaM, HCIOJb3ysl (asiblIuBbIE
OT3BIBBI JJIs [TOBBILLIEHUS JOBEPUSL.

I'paxnane, 3auHTepecoBaBILHECS OOBABIEHHSMH O IIPOJAXKE TOBAPOB
IO HHU3KUM [€HaMm, TepsioT OIMTENbHOCTb, BCTYHAIOT B IIEPENUCKY
CO  3JIOyMBIIUICHHHMKaMH,  KOTOpPBIE  MPEACTABISIFOTCS  IPOAaBLAMU
Nurepuer-marasunoB. B Xome mepemucku, okenmas  MOJNYYUTh  TOBAp
IO BBITOJAHOM LEHE B KpaT4yallllMe CPOKH, JOBEPYMBHIC TpaKIaHE, HUKaK He
yoexnaasce B JOOPONOPSAOYHOCTH MpOJaBlia, MEPEBOAAT Ha yKa3aHHbIE
UM CcYeTa JeHEeXHble cpeacTBa. llocime »Toro oOieHWe ¢ MOKyHaTeleM
MPEKpPaIaeTcs, TOBAp HUKTO HE BBHICHLIALT.

IIpaBoBoe peryinpoBaHHe KPUNTOBAJIOTHBLIX  oOmNepauMii B
PecnyOsiuke Beaapych

Omnepaunu 1o MOKyNKe W TPOJAXe KPUNTOBAIIOTHI 33 JEHEXKHBIE
cpeacrsa (Oemopycckue pyOiu, MHOCTPAHHYIO BAKOTY WM 3JIEKTPOHHBIE
J€HbIU) pa3pelleHbl TOJBKO Yy KpUNTOOWUpK (omeparopoB  oOMeHa
KPUIITOBAJIIOT), SBJSIOIIUXCS pe3uAeHTaMu [lapka BBICOKMX TEXHOJOTHA.
CoBepiieHue oneparyii no Kymie (poJaxe) KPUITOBAIIOTH Ha MHOCTPAHHBIX
KPUIITOOUpKAaX U y (PU3NYECKUX JIUI[ SIBIISIFOTCS HE3AKOHHBIM M 3allpellaeTcs.
ITopsmok ocyliecTBIeHUs CHENOK C KPHUITOBAIIOTOM ONpelelieH YKazoMm
Ilpesunenta Pecny6nuku benapych ot 17 centsiOpst 2024 r. BCTYNWI B CHIIY
Ne 367 «O6 oOpamennn nUGPOBBIX 3HAKOB (TOKEHOB)», 3a HapyLICHHE
KOTOPOro MpenycMOTpeHa aJIMHHHUCTPATHBHAsi OTBETCTBEHHOCTH YacThiO 3
cratb  13.3 Kogexkca Pecny6nuku benapyce 00 aaMHHHCTpaTUBHBIX
NpaBOHApyILIEHUsIX, MpeaycMarpuBarolieil mrpad ¢ kxoHbuckanuel Bceei
CYMMBI JJOXO/Ia.

Kto Takue aponbi?

Jis moJjlydeHusi 3a TpaHULeld MOXMUIIEHHBIX JeHer, a TaKke s
3alyTHIBAHUS «LIU(PPOBBIX CJIEIO0B» MOILIEHHUKaM HEOOXOAMMO IMEepPEeBECTH HX
yepe3 IIPOMEXKYTOYHbIE CY€Ta, OTKPBIThIE B O€lopycCcKuX OaHKax Ha
IIOJICTaBHBIX JIML, TaK HA3bIBAEMBIX «JPOMOBY». YacTO MPOMEKYTOUHBIX CYETOB
ObIBaeT Oosiee necsATKa.

B named ctpaHe OTKpBITH OAHKOBCKUN CUeT MOXXET I'pakJaHuH ¢ 14 rer,
C paspelleHMs 3aKOHHBIX MPEICTaBUTENEH, TO €CTh 1a)Ke HECOBEPLIECHHOJIETHHE
MOTYT OTKpBITb OaHKOBCKHE cdYeTa. OTHM H IIOJB3YIOTCs IPECTYIHHKH.
Haxonsce 3a rpaHuuei, 3JI0yMBIIUIGHHUKH MOJOHPAIOT JIML, KOTOPEIE
COIJIacATCs OTKPBITh OAHKOBCKHM CUET Ha CBOE MMs M MPOAATh 32 HEOOBIIIYIO
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CYMMY PCKBH3UTBI OOCTyIIa K HEMY — 3TO JIOTHHBI M IIApOJIM JIsd BXOJa

B JIMYHBI KaOMHET WHTEepHEeT-OaHKWHIA, a TaKKe MPEeJOCTaBUTh Pa30OBbIii
CMC-kog.

Ilouck nponos

HarnpsMmyro MOIIEHHUKH B HHTEpHETe He MOIYT pasMellaTh OO0bABICHHUS
O MOMCKEe TaKUX JIMLI, [I03TOMY CBOW UHTEPEC OHU MPUKPBIBAOT MPEIOKEHHUEM
Pa3IMYHOro Apyroro 3apaboTKa, HE BBI3BIBAIOLIETO Moa03peHus. Hampumep, B
Telegram paccenatoT oOBSIBICHUS O IOHCKE KYpPbepOB B JHOOOM TOpOJE CO
CTaOMJIBHOM OIIaTOM Tpyna, WM JFOJEH Ul pasrpy3KH TOBApOB, MM JHOAEH
Ha BaKaHCUIO «TalHbIN MOKyMNaTesby», WU 3aMaHUBAIOT OOEIaHEM BBICOKOM U
OBICTPOM OTLIATHI.

Yaine Bcero oT3pIBalOTCS HA TaKWe BAKAHCHU JIMIA C HECTAOMIILHBIM HIIH
HEOOJIBIIUM [I0XOJIOM, B OOJBIIHHCTBE — MOJIOAEKb. CHayalla HHHUIHATOP
OOBsIBJIEHHsI Pa304apOBBIBAET 3aMHTEPECOBABIIETOCs MOAPabOTKOM, COObIIIaeT,
4TO JJaHHAsi BAKaHCUsl yKe 3aKpbITa, U TYT JKe MpejjiaraeT HHOM BU 3apaboTKa,
HanpuMmep, OoQopMUTh OaHKOBCKHMH CuUeT WM Mepenarh 3a BO3HArPaXKIeHHE
JaHHBIE UIs JOCTYTa K HEMY.

KpomMme moxuineHHBIX KHOEPIpPEeCTyMHHKAMHU JEHET IO IIPOMEKYTOUYHBIM
cyeTaM TakKXXe MOTYT MPOBOJIUTHCS JEHBIU, IMOJy4YEeHHBIE OT HE3aKOHHOIO
000poTa HapKOTHKOB. OTBETCTBEHHOCTb 3@ BO3HHKHOBEHHE IPOIIEAIINX II0
OaHKOBCKUM CUeTaM JIeHeT HECYT BJIaJelIbIIbl TAKHUX CUETOB.

OTBETCTBEHHOCTD

Hano 3Hate, yto crarbeit 222 VYrosloBHOrO KoJeKca MperyCMOTpeHa
YTOJIOBHAsi OTBETCTBEHHOCTh 32 PACIPOCTPAHEHUE U3 KOPBICTHBIX MOOYKIEHUN
HaxXONsAIUXCAd B HE3aKOHHOM BIJIQICHUU JIMLA pPEKBU3UTOB OaHKOBCKHX
IUIATeXHBIX KapToueKk JubO ayTeHTU(PUKAUUOHHBIX JaHHBIX, IOCPEICTBOM
KOTOPBIX BO3MOXHO IIOJly4YE€HHE JOCTylla K cYyeTaM, OJIEKTPOHHBIM WU
BHUPTYaJIbHBIM KOLLUEJIbKaM. 3a [pPelOoCTaBICHUE CBOMX JUYHBIX MaHHBIX IS
UCIIOJIb30BAaHUSI B MOIIEHHUYECKUX CXeMaX IMpeaycCMOTpeHa aIMUHUCTpaTHUBHAS
oTBeTCTBeHHOCTh 1o cratbe 12.35 Kogmekca Pecny6Gmuku benapyce 006
aZJJMUHUCTPATUBHBIX [TIPABOHAPYLLIEHHUSX.

Nmerorcst (GaxThl, Korga B MPECTYIMHYIO NeSITeIbHOCTh BOBJIEKAIUCH
HECOBEPILEHHOJIETHUE.

YTOBbI HE CTATH ) KEPTBOM KUBEPIIPECTYITHHKOB

3arnoMHUTE CleyIOLIHe MpaBua;

— €CITM HEe3HAKOMBIN 3aBOAMT Oecely MpO Ballld ACHBIH, NPEKpaTUTE
pasroBop;

— He JIOBepsiiTe HE3HAKOMBIM M He BBIMIOJHSATE TO, O YeM OHU MpPOCHT,
JaXke €CJIM OOEMIA0T MOMOIIb B COXPAaHEHUH JEHEKHBIX CPEICTB;
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— He yCTaHaBJIMBalTe HEMPOBEPEHHbIE IPOTrPaMMBbl Ha CBOH 3JIEKTPOHHBIE
YyCTPOMCTBA M0 yKa3aHUIO HE3HAKOMBIX;

—IIpH COBEPILUEHWU MNOKYNOK B ceTu VIHTepHeT mpou3BOAUTE OILIATY
TOJIBKO II0CJIE MTOJIyYeHHUsI TOBapa U MPOBEPKH €r0 COCTOSIHHUS,

—He  3a0bIBaiiTe, 4YTO  MOUIEHHUKM  MOTYT  IIPEICTaBJISATHCS
BEIMBIIIJIEHHBIMA  JAHHBIMM, HKCIOJb30BaTh ISl MOJTBEPXKIEHUS JUYHOCTH
Gororpaduu UyXHMX TMACHOPTOB, UyXKHe aKKayHThl B COLCETSX, YyXKHe
aOOHEHTCKHEe HOMepa.

—He JOBepsiiiTe KpacuBOoMy O(OpPMIICHHIO caliTa WM CTPaHULIbI
WHuTepHeT-Mara3nHa, KOMMEHTApUsIM IOJb30Bareseii. Ha ceromHsiuHuil 1eHb
co3gaTe calT ¢ Jro6od wuHbopmamued He cocTaBiseT Tpyda. OTIMYUTH
IOOPOCOBECTHBIX MPOJABIIOB OT MOIIIEHHUKOB CTAJI0O HEBO3MOXKHO, HAMITYUIINN
crnoco0 oOLIeHHs — TIMYHAst BCTpeya C MPOJaBIlOM, OCMOTpP TOBapa Ha MECTe;

— MIOKyTIaliTe TOBaphl B NMPOBEPEHHBIX MarasuHax, JIH0O mepel MOKYIKON
IIPOBEPSIITE UX MOCPEICTBOM MOHUTOPUHTA B ceTu IHTepHeT;

— He MomnajaliTech Ha YJOBKH MOLICHHUKOB, oOemaroumux Bam mponarts
TOBap IO HU3KOM LIeHe, KaKUMHK OBl BBITOJHBIMY He ObUIU YCIIOBUS CHEJIKH;

— COTPYIHUKH TPABOOXPAHUTENIbHBIX OpPraHoB U pabOTHUKU OaHKOB He
3BOHSAT B MECCEHIDKEpaX M He MpociT O(GOPMUTH KpeAUT WIM OKa3aTb
COIEWCTBME B IMOMMKE 3JIOYMBIIUIEHHUKOB, a TakXke He IpeiIararmT
3acTpaxoBaTh U 00€30MACUTh JEHEXKHbIE CPECTBA;

— oOparaiiTe BHUMaHue Ha a0OHEHTCKUE HOMEPA, C KOTOPBIX BaM 3BOHST
B MECCEHIXKEpax, Halle BCCro aOOHEHTCKHE HOMepa, C KOTOpI)IX 3BOHAT
3JI0YMBILLIJIEHHUKY, TIPUHAAJIEKAT HHOCTPAHHBIM IOCyapCTBaM;

— HE TIEPEeBOJUTE ACHBI'M HA «3allUILIEHHBIN cUeTy;

—He CcOoOoO0IaiiTe HEHW3BECTHBIM JIMLAM CBOHM II€pCOHAJIbHBbIE JaHHBIE,
PEKBU3UTHI OAHKOBCKHUX KapT, SMS-kosbI;

— He TepeXOUTE MO CChIJIKaM OT HEM3BECTHBIX M0JIb30BATEIIEH;

—IOpU TIOCTYIUIGHWH TOJOOHBIX 3BOHKOB HEMEJIEHHO IIPEKpaTUTe
pasroBOp U COOOIIUTE O MPOU3OLIEALIEM B MUIULIMIO.

«udpoBasi rpaMOTHOCTH»

Pexomennyem  monamucarbess Ha  Tenerpam-kanan — «lludposas
rpaMoOTHOCTB» (CChUIKa-ipuriaiieHue «t.me/cifgram»), roe Ha perysspHOM
OCHOBE TyOJHMKyeTCs aKTyajbHas HWHpopMalus O Crnocodax COBEPIICHUs
KUOepIpecTyIUIEHU U MeTO1ax IPOTUBOAENCTBUS UM.

VrpagiieHue 10 MPOTUBOASHCTBHIO KHOEPIPECTYTHOCTH
KM VYB]JI Butebckoro odnucnoikoMma

Telegram-kanan «Lludposas rpaMOTHOCTb»
(@cifgram




